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Diaspora Sdn Bhd, a Bumiputera company was established in 2007, comprises personnel full of 
experience within their domain. Our human capital has strong knowledge and expertise which 
we believe is the basis of our excellent service delivery in meeting customer expectations. 

 

Diaspora Sdn Bhd had been certified with MS ISO/IEC 27001:2013 in May 2012 By following 
the ISO standard we can ensure our client information is securely treated by our policy and 
procedure. 

 

Our activity offers professional services with deep know-how in the spectrum of ICT 
infrastructure such as: 

 

• Security Posture  Assessment (SPA); 

• ISO/IEC 27001:2013 - Information Security Management System (ISMS) developed, 
implement , maintain and audit process; and 

• Network infrastructure designed, implementation and professional services. 

 

Exploring new technologies is our embedded culture in ensuring the technical team’s 
knowledge is competitive with current industry trend.   
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Managing with greatness and untamed strength, improving everything daily. 

 
Leading with inspiration and courage, obsessed with future possibility, and in a love affair with 
change.  

 Since 2007, we have provided exceptional services for organizations of all sizes. Our 
employee’s know-how skills have to meet clients’ expectations. We love to create value for 
our customers while providing our services.   

 Our team is equipped with industry-renowned certification. 
 Flexibility to serve you better. We employ a small core staff of security analysts and draw 

from our pool of subject matter experts when their expertise can help us serve you better. 
The result? A highly nimble, more efficient approach to giving you the services you need, 
when you need them. 

 We offer a competitive price range without compromising our quality of service. 
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To achieve our mission and vision our business activity is divided into three categories which is 
Security Posture Assessment (SPA) Services, ISO/IEC Information Security Management 
Systems (ISMS) Services and Network Design, Implementation and Professional Services. 

 

 
The emergence of more varied, targeted attack techniques from the malware and hacking 
communities, combined with growing regulations of organizational security standing from both 
government agencies and private industry watchdogs have resulted in a climate in which 
businesses are increasingly being required to assess their technological vulnerabilities and 
security defense mechanisms on a regular basis. Thus, SPA services is essential for every 
organization. This exercise will examine and test Confidentiality, Integrity and Availability 
(CIA) of the information infrastructure used by the organization. International Standard such as 
ISO/IEC 27001:2013 , OPST (OSSTM Professional Security Tester) and OWASP are been used as 
our benchmark while performing our activities.  
 
 
 
 
 
 
 
 
 
 
 
 

• Network Architecture and Device Review 
• Internal and External Penetration Test 
• Security Policy and Procedure Development and Review 
• Web Application and Database Assessment 
• Server or Host Assessment 
• User Desktop Assessment 
• Wireless Assessment 
• Physical Assessment  
 
SPA services is an important process that proactively carried out to ensure that the 
infrastructure and application architecture implemented is secured from any malicious 
activities. Diaspora Sdn Bhd has been appointed as panel of consultant by Cyber Security 
Malaysia to perform Vulnerability Assessment for Malaysian Critical Network Information 
Infrastructure (CNII) project.  



 

Company Profile 2023                                                                                                                                   Page | 6  

 

 
 

 
 

 

We are pleased to offer the best consulting services to our clients. We anticipate that all 
organization is adopting an internationally recognized best practice (ISO/IEC 27001:2022) to 
implement  ISMS for its ICT Department in order to provide secure ICT infrastructure and 
solutions to the organization. 
   
ISO/IEC 27001:2022 is a unique standard for information security encompassing all 
requirements for information security including Confidentiality, Integrity and Availability 
(CIA). It provides a comprehensive set of controls to address all issues related to information 
security. ISO/IEC 27001:2022 aims to provide a common basis for developing organizational 
security standards, effective security management practice and provide confidence in inter-
organizational and intra- organizational information exchange.  
 
Hence, ISO 27001 certification will accrue the following benefits :   
 
• Improve overall information security 
• Improve customer confidence and satisfaction 
• Improve compliance to security policies and requirements 
• Provide competitive edge 
• Facilitate continuous security improvement  
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Diaspora offers Network Design, Implementation and Professional Services for the following 
ICT components: 
 
1. Network Planning: Assessing business requirements, defining goals, and creating a 

strategic plan for the network infrastructure. 
2. Network Architecture Design: Developing a comprehensive network blueprint, including 

hardware, software, protocols, and network topology. 
3. Network Security Design: Implementing security measures to protect the network 

infrastructure, such as firewalls, intrusion detection systems, and access control 
mechanisms. 

4. Network Equipment Procurement: Identifying and procuring the necessary network 
hardware, including routers, switches, servers, and network cables. 

5. Network Configuration: Setting up and configuring network devices and components to 
ensure proper connectivity, addressing, and routing. 

6. Network Integration: Integrating new network components into existing infrastructure, 
ensuring compatibility and seamless operation. 

7. Network Testing and Optimization: Conducting performance tests, troubleshooting 
network issues, and optimizing network performance for maximum efficiency. 

8. Network Documentation: Creating detailed documentation of the network design, 
configuration, and troubleshooting procedures for future reference. 

9. Network Monitoring and Management: Implementing network monitoring tools to track 
network health, performance, and security, and providing ongoing management and 
support. 

10. Network Upgrades and Expansion: Upgrading network components, adding new features, 
and expanding the network infrastructure to accommodate growing business needs. 
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1. Successfully awarded consultancy project by Malaysian Network Information Centre 
(MYNIC Berhad) under Ministry of Science, Technology and Innovation (MOSTI) to 
assist on Security Posture Assessment (SPA) (2022)  

2. Successfully awarded consultancy project by Pejabat Pengarah Tanah dan Galian (PPTG) 
Wilayah Persekutuan Kuala Lumpur to assist on Security Posture Assessment (SPA) 
(2022)  

3. Successfully awarded consultancy project by Jimah O & M Sdn Bhd to assist on Security 
Posture Assessment (SPA) (2022)  

4. Successfully awarded consultancy project by Jimah O & M Sdn Bhd to assist on Security 
Posture Assessment (SPA) (2021)  

5. Successfully awarded consultancy project by Theta Edge Berhad to assist on Security 
Posture Assessment (SPA) (2021) 

6. Successfully awarded consultancy project by TFX ISLAMIC to assist on Vulnerability 
Assessment and Penetration Testing (VAPT) Services Proposal (4 Month)  (2021) 

7. Successfully awarded consultancy project by Suruhanjaya Perkhidmatan Air Negara 
(SPAN) to assist on Penetration Test (4 month)  (2021) 

8. Successfully awarded consultancy project by Jabatan Akauntan Negara Malaysia to assist 
on Security Posture Assessment (SPA) (6 Month) 

9. Successfully awarded consultancy project by Jimah O & M Sdn Bhd to assist on Security 
Posture Assessment (SPA) (1 Month)  

10. Successfully awarded consultancy project by Carigali Hess Operating Company Sdn Bhd 
to assist on Social Engineering Project (SPA) (3 Years - Ongoing 2019)  

11. Successfully awarded consultancy project by Jabatan Akauntan Negara Malaysia to assist 
on Security Posture Assessment (1 Month)  

12. Successfully awarded consultancy project by Jabatan Perancangan Bandar Dan Desa to 
assist on Security Posture Assessment (4 Months)  

13. Successfully awarded consultancy project by MAINS Zakat Sdn Bhd to assist on Security 
Posture Assessment (2 Months)  

14. Successfully awarded Security Posture Assessment Services by Jabatan Keselamatan Dan 
Kesihatan Pekerjaan Malaysia, Kementerian Sumber Manusia to assist on Security And 
Code Review - (2 Months) 
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1. Successfully awarded consultancy project by Lembaga Kemajuan Johor Tenggara 
(KEJORA) to assist on Internal Audit Training (April 2021)  

2. Successfully awarded consultancy project by Commercedotcom Sdn Bhd to assist on 
Consultancy Services For ISMS ISO 27001:2013 Certification. (2021) 

3. Successfully awarded consultancy project by Kementerian Perumahan Dan Kerajaan 
Tempatan (KPKT) to assist on Perkhidmatan Pembangunan Ict Disaster Recovery Plan 
(DRP) (2021)  

4. Successfully awarded consultancy project by Theta Edge Berhad to assist on ISMS 
27001:2013 Consultancy & Works Provision Towards Certification. (2021)  

5. Successfully awarded consultancy project by Malaysian Administrative Modernisation 
and Management Planning Unit (MAMPU) to assist on Information Security Management 
System (ISMS) for GPKI Services. (2020).  

6. Successfully awarded consultancy project by Lembaga Kemajuan Johor Tenggara 
(KEJORA)to assist on Internal Audit Training (April 2019)  

7. Successfully awarded consultancy project by Malaysian Administrative Modernisation 
and Management Planning Unit (MAMPU) to assist on Implementation of Information 
Security Management System (ISMS) for GPKI Services. (January 2019 to August 2019)  

8. Successfully awarded consultancy project by Malaysian Administrative Modernisation 
and Management Planning Unit (MAMPU) to assist on Implementation of Information 
Security Management System (ISMS) for GPKI Services. (January 2018 to August 2018)  

9. Successfully awarded consultancy project by Majlis Amanah Rakyat (MARA) to assist on 
Implementation of Information Security Management System (ISMS) (2018)  

10. Successfully awarded consultancy project by Angkatan Koperasi Kebangsaan Malaysia 
Berhad (ANGKASA) to assist on Internal Audit Training ISO/IEC 27001:2013 Information 
Security Management Systems (2018)  

11. Successfully awarded consultancy project by MAINS Zakat Sdn Bhd to assist on 
Implementation of Information Security Management System (ISMS) Awareness (2018)  

12. Successfully awarded consultancy project by Lembaga Kemajuan Johor Tenggara 
(KEJORA) to assist on ISO/IEC 27001:2013 Information Security Management Systems 
(2018)  

13. Successfully awarded consultancy project by Malaysian Administrative Modernisation 
and Management Planning Unit (MAMPU) to assist on Implementation of Information 
Security Management System (ISMS) for GPKI Services. (February 2017 to August 2017)  

14. Successfully awarded consultancy project by Institut Penyelidikan Dan Kemajuan 
Pertanian Malaysia (MARDI) to assist on ISO/IEC 27001:2013 Information Security 
Management Systems (ISMS). (April 2017 to August 2017)  

15. Successfully awarded consultancy project by Ministry Of Agriculture & Agro-Based 
Industry (MOA) to assist on ISO/IEC 27001:2013 Information Security Management 
System. (April 2017 to August 2017)  

16. Successfully awarded consultancy project by Jabatan Audit Negara (JAN) to assist on 
Trainer for Certification ISO/IEC 27001:2013 Information Security Management Systems 
(ISMS) (May 2016 to November 2016)  
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17. Successfully awarded consultancy project by Institut Penyelidikan Dan Kemajuan 
Pertanian Malaysia (MARDI) to assist on ISO/IEC 27001:2013 Information Security 
Management Systems (ISMS) (March 2016 to September 2016) 

18. Successfully awarded consultancy project by Angkatan Koperasi Kebangsaan Malaysia 
Berhad (ANGKASA) to assist on ISO/IEC 27001:2013 Information Security Management 
Systems (ISMS) And Security Posture Assessment (SPA) (March 2016 to June 2016)  

19. Successfully awarded consultancy project by Institut Penyelidikan Dan Kemajuan 
Pertanian Malaysia (MARDI) to assist on ISMS MS ISO/IEC 27001:2013 Information 
Security Management Systems (Jan 2015 to June 2015)  

20. Successfully awarded consultancy project by Jabatan Audit Negara (JAN) to assist on 
ISO/IEC 27001:2007 to ISO/IEC 27001:2013 Information Security Management Systems 
(June 2015 Sept 2015)  

21. Successfully awarded consultancy project by Universiti Malaysia Pahang (UMP) to 
assist on ISO/IEC 27001:2013 Information Security Management Systems (June 2015 to 
Sept 2015)  

22. Successfully awarded consultancy project by Lembaga Kemajuan Johor Tenggara 
(KEJORA) to assist on ISO/IEC 27001:2013 Information Security Management Systems 
(Aug 2014 to Apr 2015)  

23. Successfully awarded consultancy project by Lembaga Pelabuhan Kelang (LPK) to assist 
on ISO/IEC 27001:2013 Information Security Management System (Sep 2014 to Mar 
2015)  

24. Successfully awarded consultancy project by Angkatan Koperasi Kebangsaan Malaysia 
Berhad (ANGKASA) to Design, Develop and Implement ISO/IEC 27001:2013 Information 
Security Management Systems (Apr 2014 to Oct 2014)  

25. Successfully awarded consultancy project by Jabatan Audit Negara (JAN) to Maintain MS 
ISO/IEC 27001:2007 Information Security Management Systems (May 2014 to Jun 2014)  

26. Successfully awarded consultancy project by Ministry Of Agriculture & Agro-Based 
Industry (MOA) to Maintain MS ISO/IEC 27001:2007 Information Security Management 
System (Jan 2014 to Apr 2014)  

27. Successfully awarded consultancy project by Malaysian Agricultural Research and 
Development Institute (MARDI) to Maintain MS ISO/IEC 27001:2007 Information 
Security Management Systems (Mac 2014 to May 2014)  

28. Successfully awarded consultancy project by Port Klang Authority (PKA) under Ministry 
of Transport to Design, Develop and Implement MS ISO/IEC 27001:2007 Information 
Security Management Systems (May 2013 to Dec 2013)  

29. Successfully awarded consultancy project by Malaysian Agricultural Research and 
Development Institute (MARDI) to Design, Develop and Implement MS ISO/IEC 
27001:2007 Information Security Management Systems (Oct 2012 to Aug 2013)  

30. Successfully awarded consultancy project by Malaysian Network Information Centre 
(MYNIC Berhad) under Ministry of Science, Technology and Innovation (MOSTI) to 
Maintain Total Quality System (ISMS and QMS)(Jan 2013 to Dec2013)  
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Name     : Diaspora Sdn. Bhd. 
 
Registration Number  : 776023-K  / 200701018012 
 
SST Registration No : B16-180938090244 
 
Address    : No 315 Jalan SS9/2  
      Plaza Seri Setia, 
      47300 Petaling Jaya, 
      Selangor . 
 
Telephone / Facsimile   : 603-78779033 / 603-78777722 
 
Website    : https://diaspora-tech.com/ 
 
Paid-up Capital   : RM500,000.00 
  
Authorised Capital   : RM500,000.00  
 
Company Secretary  : Perspektif Management Services  
      P3-5 Block D, 
      Plaza Dwitasik  Bandar Sri Permaisuri, 
      56000 Kuala Lumpur .  
 
Bank     : Maybank Berhad 
      No 30 Jalan Teknologi,  
      PJU 5, Kota Damansara,  
      47810  Petaling Jaya Selangor.   
 
A/C No    : 569954052074 
 
MOF Certificate Number  : 357-02094772  
 
MOF Validation Period  : 30/09/2022 – 20/11/2025 
 
Person-in-charge  : Zulazly Khalid 
      Managing Director 
      zulazly@diaspora-tech.com 
      019-3530550 
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